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WebSpy Sentinéd a program that enables you to record all web, mail newsgroup, telnet and FTP traffic on your
network without the need for proxy server software. The logdath is stored in a log file format that can
subsequently be imported int@/ebSpy Analyzer Vantageand examined to identify Internet usage patterns of
your employees or departments.

Sentinelog files can also be monitored ByebSpy Livéor real time nonitoring of your employees and
department Internet activity. Visivww.webspy.conand follow the links to learn more aboutveor seelive's
Help for details on how to input log files for monitoring.

WebSpy Sentimés made up of two parts: Sentinel Service, and Sentinel Management. Sentinel Service is the

driver, which connects to your Network Device, and the service, which logs the data. The driver and the service

are always installed together, so thatthediN@ O y WasSSQ Ftf LYyGSNYySd GNIFFAOOD
configure the Sentinel Service running on multiple computers on the same network. You can install Sentinel
Management on any computer on your network with access to all of the computersngiisentinel Service.

Note: For maximum loggingith WebSpy Sentingfpu should plac&entinel Servicen a computer that will
have all network traffic flowing through or past it. If your Web/Mail/Newsgroup/Telnet/FTP traffic is split
through two or moe servers then you will have to inst8léntinel Servicen each of these servers to capture all
Internet traffic for your organization. SéestallingWebSpy Sentinein pageb.

Sentinel Serviceaptures all traffic passing through the network on which it is installed but only keeps (or logs)
the protocols that you choose. You can log just the basic information about the Internet traffic you are seeing
(i.e. source, destirteon, URL etc.) or you can capture all of the content of that traffic. Fetcol Configuration

on pagel2

Please se®efinitionson page26 for an explaation of terms used in this manual.

POP3 and Secure WeBentinel 3.2 can now capture data from the POP3 and Secure Web protocols.

Selective Name Resolutigi. YLINE @S { Sy Ay St Q& LISNF2NXIyO&%s I yR ST
you want Sentinel to resolve usernames for.

Extended log filesSentinel now logs bytes sent & received, browser, query and status
Automatically restarts captureg KSy @2dz YI 1S OKFIy3asSa (2 {SyiGaAiyStQa
longer need to manudt stop and start the service.

Log pefprotocol ¢ You can now configure Sentinel to create one log file per protocol.

Improved performanceSentinel 3.2 has been optimized to improve capture speed and accuracy.

=a =4 =a =4

= =4

Any of the seven protocols can be captured if your computer is using Windows® 98 or above.

All operating systems can capture full content (although this will affect machine performance). Only

capture content if you require the captured informatiof his especially applies to HTTP (Web) traffic,

due to the large quantity of data that will be captured. Regardless of whether content is captured or
not, the logs will show you all of the Internet activity.

1 Optimally, you would run WebSpy Sentinel ocomputer using Windows NT®, Windows® 2000 or
Windows® XP operating systems. Optimally, your Sentinel Server will have Windows Server® 2003,
Windows® XP, Windows® Vista or Windows Server 2008.

1 WebSpy Sentinéd memory and CPU intensive. The minimum nesments forSentinelbre aPentium

with 128VB of RAM. See the Sentinel Planning and Installation Guide for more information on the

hardware requirements for installin§entinel.

=a =4
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This guide is intended to help you work out how to effectivedg\WebSpy Sentinél 2 adzA G &2 dzNJ 2 NB | y A
needs.

If you require more information on usiilﬁyentinel please consult the Planning and Installation Guide and
{SYldAySt al yireBEpySyiQa 2y

2 S0 { L& Qa http:Bnivé.Weib<pFcom provides documentation, FAQs and useful hints and tips for using
WebSpy products.

Finally, you can contact WebSpy Supposw@itport@webspy.com
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When you choose tmstallWebSpy Sentingthere are a few preliminary steps you will need to go through to
ensureSentinelwill work most effectively. These steps are:

1 Determine your optimum installation point or points, where all the Internet traffic on your network
passes in a form thaBentinekan use

Decide the most efficient way for you to tap into the installation point(s)

Remove any existing/ebSpy Sentin@.xor Sentinel 3.xomponents from the computer that will be
runningWebSpy Sentinel 3.2

f
f

Once you have conhgted these steps, you can instslebSpy Sentinel 3.2

Usually, you will only need one, or perhaps two, computers running Sentinel Service to capture all the Internet
traffic on your network. You can install Sentinel Management on any computer withsatocdse computer(s)
running Sentinel Service.

The Sentinel Service uses the WinPCap driverdoitor traffic flowing through network cards. You will notice
this driver being installed when you install the Sentinel Service. More information about Wésidmvailable
from the WinPCap websitéttp://www.winpcap.org.

Refer to WebSpy Sentinel's Planning and Installation Guide for detailed instructions on how and where to install
WebSpy SentinelThis guide is atable from the websitehttp://www.webspy.com

If you are upgrading frorBentinel 3.xo Sentinel 3.3ou should ensure thgentinel 3. has been completely
removed from the computer that you are installin§entinebn. You can do this using Add/Remove Programs
from the Control Panel on your computer.

If you have previously usedAa similar p[oducsmltinel you may find that installed components from that
prqduct WiIIAintverfere with{ Sy (i bpératiorQ & is recommended that you ensure all such components are
NBY2 QPSR LT GKA& Aa y20 LI2aaiof SsI-ndtdlatonanstrdaizn O2 y i I Off

To instalWebSpy Sentingiimply run the provided installation program on each Sentinel Server, and the
computers you want to manage these servers from.

Hint: If you want to install just Sentinel Service or just Sentinel Management onto the computer,
choose the Custom installatiaption, and select the appropriate component to install.

After installation, you must configuM/ebSpy Sentineising Sentinel Managemesb that it monitors the
correct network device for each Sentinel Server.

To do this:

1 Start Sentinel Management

2 From the server list in Sentinel Management, select the Sentinel Server that you want to change
the network device for

3 Click on theConnectbutton on the toolbar if necessary

4 If the Connect to dialog appears, enter your user name and password, the®#&lick

5 If necessary, go to the Home view by clicking on the navigation link at the top of Sentinel
Management

6 Click on the Network Device 'select a different device' link to open the Select Network Device
dialog

7 Select the appropriate network device from the dialogniclickOK

WebSpy |User Guide


http://www.winpcap.org/
http://www.webspy.com/

WebSpy Sentinel 3QUser Guide I pl I
®

8 Click on theStartbutton on the toolbar of Sentinel Managemen$entinelwill now start
capturing data on the networ#levicecurrentlylisted next to Network Device in the Home view.

Note: By default, all servers have the user name of 'admim password of 'webspy'. You should change this
password as soon as possible, &anging your Passwooth page?4 for instructions on how to do this.

Please se&tarting Data Capturen pagell.

You can uninstalVebSpy Sentinéza A y 3 ! RRkwSY2@S t NBINI YAd Ay &2dz2NJ O2 YL
Sentinelwill not remove fdders or files created by the software itself. This will include all your configuration files

and log data thaSentinekollected. If you do not wish to keep this information you will need to delete any

folders remaining in the location that you origihainstalledSentinel However if you are reinstallirgentinel

and wish to keep your previous configurations and log data you do not need to delete the files and folders.
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If you do not registeWebSpySentinel your trial will runout thirty days after you first use the program. Once
your trial has run out, your Sentinel Servers will no longer capture data.

You will need to register Sentinel Management, and then Sentinel Management will unlock all of the Sentinel
Servers you are ctently connected to. You can manually unlock other servers at a later time if necessary. See
alsoUnlocking Sentinel Servens pages.

To register Sentinel Management, goTools| Registration Wizardto launch the Registration Wizard.

There are two parts to the registration process:

1 Requesting an unlock code; and
1 Entering an unlock code register your copy ofentinel

If you have any problems with the registration process, meamtactsupport@webspy.com

Note: Your computer must have an active Internet connection to be able to register your software.

If, for any reason, you need to reinst8kntinel use the Registration Wizard toqeest a new unlock code. You
will not be able to use your old unlock code. Please contact WebSpy Support if you have any problems
registering your software.

To request an unlock code:

1. Launch the Registration Wizard by choosingls | Registration Wizardrom the main menu

2. Once the Registration Wizard is open, you need to enter your details into the Registration Details
and User Contact Details pages of the wizard
WARNING
These details are essential for WebSpy Ltd. to generateeessful unlock code for your copy of
Sentinel If you do not supply your correct details, WebSpy Ltd. cannot confirm that you have
purchased your software, and an unlock code will not be generated for you.

3. After you have entered all your details, tBeibmission page will show you the progress of your
submission

4. Ifitis successful, you will be able to cliskishto complete the wizard

Once the wizard has been completed, an unlock code for the software will be emailed to the address you
provided in tle User Contact Details page. You will now need to enter your unlock code.

After you have requested an unlock code, you will receive an email containing that unlock code. This unlock
code needs to be entered into the Registratifizard.

To enter your unlock code:

1. Launch the Registration Wizard by chooslugls | Registration Wizardrom the main menu of
Sentinel Management

2. Copy the unlock code from the registration email

3. On the Enter Unlock page of the wizard paste the unlodecdbat you copied from the email into
the Unlock Code edit box

4. ClickNext

5. Your unlock code will be verified, and your registration confirmed

6. To close the wizard, cli¢knish

Sentinel Management will now automatically unlock all of the Sentinel Servarargocurrently connected to.
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Once you have registered Sentinel Management, Sentinel Management will automatically unlock all Sentinel
Servers that you are currently connected to.

If you are not connected to a server, SentineddMdgement will not be able to unlock that server automatically.

To unlock the server manually:

Start Sentinel Management

From the server list in Sentinel Management, selectdbereryou wish to connect to

Clickon the Connectbutton on the toolbarif necessary

If the Connect to dialog appears, enter your user name and password, the®#ick
SelectAction | Unlock Servefrom the main menu, or rightlick on the server and select 'Unlock
Server' from the popp menu that is displayed

agrwnE

Note: OnceWebSpy éntinel'strial period has expired, your Sentinel Servers will not capture data unless you
registerSentineland unlock each of the servers.
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After installation, you can manage Sentinel Service via Sentinel Management. From Semiagéiant you
can:

1 See which computers on your network are running Sentinel Service via a server list
1 Start and stop data capture
1 Change the network device data is captured on
1 Add/remove protocols from the list of protocols to be logged
f Choose the locationf{ Sy (i log et Q&
1 Configure name resolution
1 Apply user filtering to the log files captured
1 Choose the location and configufeS y U EBwirs Ibgdikes
K3 Sentinel Management
Action Tools Help # Disconnect | () Start
=3 Sentinel Management
=) ANGST
= GAVIN
= Current Status WebSpy Sentinel is currently inactive.
Registration Status Registered

Configured to monitor Intel(R) PROZ100 S Desktop
Network Device Adapter (Microsoft's Packet Scheduler)
(192.168.0.37).

Choose which protocols to log and what content to
capture.

Protocol Configuration
Log Files Specify logaing options and locations.

< Specify domain controllers and local addresses for name
Name Resolution

resolution.
User Filters Specify users to exclude from logging.
Troubleshooting Configure status and event logs.

Figurel - Sentinel Management Home View

When you start Sentinel Magament, any Sentinel Servers running on the same TCP/IP sub network will

automatically be detected. If you have Sentinel Servers running on different TCP/IP sub networks within your

2NBI yAT I GA2yQa ySiGs2N)l =z GKSe& sgly ff you haw iioutérSsepardsag? Y I G A Ol f f
sections of your network, you will need to manually add servers in different sections to be able to administer

those servers.

You can also manually add a server using its name or IP address. You may need to daithicitigatally
RSt SGS I aSNBSN® ¢2 R2 GKA&AZ Of A O\ Aetign|WddSefvetkoynSt al y I
the main menu. Type the new name of the server into the Host Name dialog that is displayed.

You can then connect to any dfdse Sentinel Servers by selecting the server name from the server list and
entering your password if necessary. &mnecting to a Sentinel Serar pagel0.

Once you have coneted to that server, you can see:

1 The number of data packets Sentinel Service has logged
1 The registration status of the server, and
1 The current network device used to capture data
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If you click on the Log Files link, you will be able to see the locatitme stored log files. Sdeng File®n page
15.

You can start or stop data capture for the selected computer usingtag and Stopbuttons. This does not
start or stop Sentinel Seioe, but just instructs Sentinel Service to start or stop capturing data.S&etng
Sentinel Service khuallyon page22 and Stopping Sentinel Service Manuailly page23to find out how to start
or stop Sentinel Service.

In Sentinel Management, the network device that Sentinel Service is currently capturing data from is displayed
underNetwork Deviceri the Homeview. You can also choose which Network Device data is being captured
from, if the computer you are connected to has more than one Network Device installedCh&aging the

Network Device for Data Capturen pagell.

Hint: There is no relationship between the number of hits (files or items downloaded from an Internet site) and
the number of packets that are logged Bentinel

You can manually add a server using its name or IP address. You may need to do this if you accidentally delete a
server.

To manually add a Sentinel Server:

1. /1 tA01 2y W{SylAaySt alyl3asSySyiQ Ay (K ASNIISNI £ A
2. From the main menu seleétction | Add Server
3. Typein a new host name for your server then cl@K The new Server will be displayed in the
server list.
4. You can then connect to this server by clicking onGoeanectbutton on the toolbar and entering
your user hame and password into the Connect to djalo

Before you can configure Sentinel Service on a given Sentinel Server on your network, you will need to connect
to Sentinel Service on that server.

To connect to &erve:

1. StartSentinel Management

2. From the server list inéhtinel Management, select th&erveryou wish to connect to
3. Clickon the Connectbutton on the toolbarf necessary

4. If the Connect to dialogppears, enter your user name and password, then €ikk

Once you have connected to a server, that connectiohretihain active until you disconnect, or until you close
Sentinel Management. Maintaining any connection over a network requires resources; for this reason, it is
recommended that you limit the number of active connections to less than ten. Howeventezihe

connecting to or disconnecting from a Sentinel Service atsy place an undesirable load on your network, so if
you are going to be reusing a connection (for example, to compare packets logged), it is recommended that you
leave that connection inlpce.

You may want to disconnect from a Sentinel Server, perhaps to minimize the number of active connections you
are maintaining across your network. There are two ways you can do this.

WebSpy |User Guide



WebSpy Sentinel 3QUser Guide I pl I
®

To disconnect from a single ser:

1. From the server list in Sentinel management, select the Sentinel Server that you wish to disconnect
from
2. Click on thebisconnectbutton on the toolbar

To disconnect from all Sentinel Servers at once, close Sentinel Management.

Some servers may have more than one network device installed and you may need to change which device
Sentinel Service captures data from. You will need to do this using Sentinel Management.

To change the networdlevice

1. Start SentineEManagement

2. From the server list in Sentinel Management, sethetSentinel Serveyou want to change the
network device for

3. Click on theConnectbutton on the toolbar if necessary

4. If the Connect to dialog appears, enter your user name and passwordclick®OK

5. If necessary, go to the Home view by clicking on the navigation link at the top of Sentinel
Management

6. Click on the Network Device link to open the Select Network Device dialog

7. Select the appropriate network device from the dialog then cliék

Click on theStartbutton on the toolbar of Sentinel Managemen$entinewill now start capturing data on the
network devicecurrentlylisted next to Network Device in the Home view.

To start capturing data using Sentinel Servioeasingle computer:

1. Start Sentinel Management

2. From the server list in Sentinel Management, setbetSentinel Serveyou want to start capturing
data from

3. Click on theConnectbutton on the toolbarif necessary

4. If the Connect to dialog appears, enter yaiser name and password, then clioK

5. Click theStart button on the toolbar

Hint: If the Start button on the toolbar of Sentinel Management is disabled you may need to specify a network
device for data capture. S&hanging the Network Dée for Data Capturen pagell for more information on
adding or specifying a new network device.

If you are capturing data from several Sentinel Servers on your networlgaroohoose to stop data capture on
any particular server if necessary.

To stop Sentinel Service from capturing data on a single computer:

1. Start Sentinel Management

2. From the server list in Sentinel Management, setbetSentinel Servethat you wish to sbp
capturing data from

3. Click on theConnectbutton on the toolbarf necessary

4. If the Connect to dialog appears, enter your user name and password, the®#lick

5. Click theStopbutton on the toolbar
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The Protocols view displays thames of the protocols currently being captured on the Sentinel Server you are
connected to.

To open this view

1. StartSentinel Management

2. From the server list in Sentinel Management, select$katinel Servethat you want to view the
Protocolconfiguration for

3. Click on theConnectbutton on the toolbarf necessary

4. If the Connect to dialog appears, enter your user name and password, the®#lick

5. Access the Protocols view by either clicking the Protocol navigation link or by clicking the Protocols
link onthe Home view

Protocol Configuration g]

9 4dd () Clear  E)Help
Port Protocol Capture Content
80 Web HTTP) No
8080 Web HTTP) No
443 Secure Web [HTTPS) No
25 Mail (SMTP) Yes
119 News (NNTP) Yes
23 Remote Login (Telnet) Yes
21 File Transfer (FTP) Yes

Cancel

Figure2 - Sentinel Management Protocols View

Figure 2 above shows the Protocols view in Sentinel Management. In this view you can configure which
protocols are captured, whether content is captured, and what ploe content is captured from.

For mail, telnet, newsgroup and FTP traffic, Sentinel Service is configured to capture the content-ofaihe e
posting or file transfer. For Web traffic the default is to not capture the contéfntou wish to changany of

these defaults, use the Capture Content checkbox on the Protocol dialog, which enables you to specify whether
or not to capture all the details of the currently selected protocol. Skanging Content Capture Settinga

pagel3.

For example, the content of an email includes the sender, the recipient, the subject and the body of the email.
The content of a web page includes any text, images, sound files or style sheets tbanti@ed within the

page.

Sentinekan capture Web, mail, newsgroup, telnet and FTP traffic on your network. Each of these protocols
have associated port numbers and a computer running Sentinel Service can be corfigoranitor any data
passing from this port to your network.

Sentinekenables you to specify the protocols and the port you wish to capture data from. For example, you may
want to capture file transfers using the FTP
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protocol on port 21. Sentinel will nndtor this port and capture information relating to any transfers, as well as
capture the full content of any files transferred.

The following is a list of protocols and the port numbers typically associated with them:

Web (HTTP), port 80, 8080
Secure WelfHTTPS), port 443
Mail (SMTP), port 25

News (NNTP), port 119
Remote Login (Telnet), port 23
File Transfer (FTP), port 21
POP3, port 110

=8 =48 =484 _-a_-9

AlthoughSentineis configured to monitor the above protocols with their typical port numbers, protocol
transfers can ocur over a variety of other ports. Therefore Sentinel Management provides you with the option
of configuring your server to capture protocols from different ports.

To configure Sentinel to capture protocols from different ports:
1. From the server list inéditinel Management, select the Sentinel Server you wish to change the port
number for
Click on theConnectbutton on the toolbar if necessary
If the Connect to dialog appears, enter your user name and password, the®#lick
Open theProtocolsview by cleking on theProtocolsnavigation link
Click on theAdd button to open the Protocol dialog
Type in the new TCP Port Number
Select the protocol to capture from the dragown list
Choose whether or not to capture content for that protocol by checking or ecking the 'Capture
Content' checkbox
9. ClickOKclose the Protocol dialog
10. ClickOKbutton at the bottom of the Protocols view to update Sentinel Service on that server

© NGk~ wDN

To stop capturing data from a particular port:

1. From the srver list in Sentinel Management, select tBentinel Serveyou want toremovethe
port number for

Click on theConnectbutton on the toolbarf necessary

If the Connect to dialog appears, enter your user name and password, the®#lick

Open the Protocls viewby clicking on the Protocols navigation link

Select the port that you want to stop capturing data from out of the list

Click theDelete button on the toolbar

ClickOKat the bottom of the Protocols View to update Sentinel Service on that serve

NoorwdN

To configure Sentinel Service to capture the content of a protocol from a particular port:

1. From the server list in Sentinel Management, select3leatinel Serveyou wish tochange the
content capture settingfor

Click on lhe Connectbutton on the toolbarif necessary

If the Connect to dialog appears, enter your user name and password, the®#&lick

Open the Protocols view by clicking on the Protocols navigation link

Select the protocol that you want to change the contenptcee settings for from the lishnd
click on theEditbutton to launch the Protocol dialog

arwd
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6. Make any necessary changes to the Protocol, ttlemose whether or not to capture content for
that protocol by checking or unchecking the 'Capture Content' checkbox
7. ClickOKto close the Protocol dialog

Edit Protocol

Sentinel will capture traffic transferred to or from the specified port,
and attempt to interpret it as the specified protocol.

TCP Port ISU

Protocol |web (HTTP) |

If 'Capture Content' is checked, then Sentinel will record the actual
data transferred, as well as the summary information.

v Capture Content

| 0K I Cancel

Figure3: Changing content capture settings
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This view displays the names and locations of the folders containing log files associatédelyBipy Sentinel
This includes the DatFolder and the Temporary folder.

Note: The locations given are local to eg8bntinel ServerSentinekenables you to change the log file
locations for these folders.

To access the Log Files view:

1. Start Sentinel Management

2. From the server list in Sengl Management, selethe serverthat you want toview log detailgor
3. Click on theConnectbutton on the toolbar if necessary

4. If the Connect to dialogppears, enter your user name and password and €i€k

5. Go to thelLog Fileview by clicking on theog Filesnavigation link.

The data and temporary folders are stored on the Sentinel server. The data
folder contains the intemet protocol logs generated by Sentinel, and the
temporary folder is used as scratch space while data capture is occuring.

Data Folder
IC:\F‘rogram Files\WebSpy\Sentinel 3.2\logs\

Temporary Folder
IC:\F‘rogram Files\wWebSpy\Sentinel 3.2\temph

Use these options to control how often Sentinel creates a new log file.
[v Create a new log file each day at midnight (local time on server)

|~ Create one log file per protocol

oK | Cancel |

Figure4 - Sentinel Management Log Files View

Data logs contain the data and content tténtinel Servicbas capturedand are stored in the Data Folder.

The Temporary Folder is used to store a cophamfe items as they are downloaded, before the item is added to
the log file. Once an item has completely downloaded, it is deleted from the temporary folder.

It is recommended that the temporary folder is not a sub folder of the data folder.

You would se thedatalogs as you would any proxy log files, except thatWebSpy Sentinédg files can also
contain the content of the files and resources acces3&tkbSpy Analyzés perfect for monitoring and

analyzing network usage, especially since it dapldy the content of any emails, newsgroups or web pages that
have been downloaded. Seéksing Sentinel Log FilesAnalyzemon page25.

You can also useentinelog files withWebSpy Livéor real time Internet monitoring.

Note: The locations given for theatalog folder are relative to thatserveri.e. if the location of the capture log
folder for Computer A is given as\rogram FiledVebSpySentinel 3.2logs,' to open the lodfile, you will

need to go to GProgram FiledVebSpySentinel 3.2logd on Computer ANOTthe computer you are running
Sentinel Management on.

You can change the location of any of the log files kept by a SenéingrS

To do this:
1. StartSentinel Management
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From the server list in Sentinel Management, setbetSentinel Servethat you wish tochange the log
file location for

Click on theConnectbutton on the toolbarf necessary

If the Connect to dialog appesrenter your user name and password, then aliék

Go to theLog Filewview by clicking théog Filesiavigation link

Type the new file location into the appropriate box and clidk

n

o0k w

Hint:  You can set up each server to store its logs in a central logdtawever each Sentinel Server must
write to a separate folder. Reamber that Sentinel Servigaust be able to write to that central location
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To resolve user namey/ebSpy Sentinelses your Windows NT®, Windows® 2000 or Windows® XRysieg)s.

Note: (Sentinel Build 3.2.2.3074) There are currently issues preventing the username resolution feature working
correctly when your domain controller is running Windows Server 2003 and above. There may also be issues
logging usernames for theieht machines running Windows Vista and above. This feature will be improved in a
future version of Sentinel.

There are a number of conditions that have to be met befdeamtinekcan resolve user names, including:

1 WebSpy Sentinahust be capturing data frm a Windows NT®, Windows® 2000 or Windows® XP
domain
1 Sentinel Service must be run on a computer using the Windows NT®, Windows® 2000 or Windows® XP
operating systems, in the same domain as the users whose user names you wish to resolve
Sentinel Service ust be run as a user with rights to audit the domain security logs
Sentinel Service must be run as a user with rights to write toAebdSpy Sentin@istallation and
storage locations (since Program Files is wpitetected for noradmin users)

= =4

For infomation on configuring the above conditions, please refer to the WebSpy Sentinel Planning and
Installation Guide, available from the WebSpy webgit://www.webspy.com

Configuring Sentinel to log usernames instedtPoaddresses requires two steps:

1. Add the domain controller to use for resolving IP addresses to user names
2. Add the networks (Local IP addresses) that you want to include in the username resolution process

Name Resolution @

Domain Controllers for Username Resolution

D add () Clear ) Help

Domain Controller
Domain Controller 1

Local IP Addresses

M add () Clear ) Help
Network Address Subnet Mask
10.0.00 255.0.0.0
192.168.0.0 255.255.0.0
172.15.0.0 255.240.0.0

0K | Cancel

Figure5: Sentinel Marmgement- Name Resolution View

To be able to include user names in its log files, each Sentinel Server must have access to the domain controller
administering access for the users the Sentinel Server is monitoring.

To ensure thathe required information is available, for each Sentinel Server you should add all of the primary or
backup domain controllers accessible to that server.
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To do this:

1. StartSentinel Management

2. From the server list in Sentinel Management, sethetSentiné Serverthat you want toadd domain
controllersfor

Click on theConnectbutton on the toolbar if necessary

If the Connect to dialog appears, enter your user name and password, the®@#lick

Go to theName Resolutiorview by clicking on thBlame Resolutia navigation link

Click on theAdd button at the top of the view to launch the Add Server dialog

Type the name of the new domain controller into the box, and €likko close the dialog
ClickOKon the Name Resolution view.

©ONo O~

You will need to repeat steps- 7 for each of your domain controllers.

You also need to add the local IP addresses that you want included in the name resolution process, otherwise
Sentinel will not resolve any user names (sekeling Local IP Addressas pagel8).

Note: This explanation is to be used as a guide only. If you have any further problems, you should
contact your system administrator or consult your network documentation. Detailed instructions dringso
user names can also be found in the Sentinel Planning and Installation guide.

Resolving usernames, especially on large networks, can degrade Sentinel's performance. For this reason, you
can specify the networks that you wato include in the username resolution process and exclude all other
addresses from the process.

Important!
If you do not enter any networks, Sentinel will not resolve any usernames.

To add a network:

1. StartSentinel Management

2. From the server list in Seénel Management, sele¢he Sentinel Servethat you want toadd domain
controllersfor

3. Click on theConnectbutton on the toolbar if necessary

4. If the Connect to dialog appears, enter your user name and password, the®#lick

5. Go to theName Resolutiorview by clicking on thélame Resolutiomavigation link

6. Click theAdd button under the 'Local IP Addresses' section

7. Enter the network address into the network address edit box. For example, a common internal network
address is 192.168.0.0.

8. Enter the subnemask associated with the network you want to resolve usernames for. For example
255.255.255.0.

9. ClickOK

To resolve all usernames, enter the network address 0.0.0.0 and the subnet mask 0.0.0.0. This combination will
match all IP addresses and resolveugtrnames.
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In the User Filters view you can exclude specific users from the log filed/gte pySentineis creating. For
example, you may filter out your Accountant as a user to reduce the risk of capturing confidential accounts
information.

To access the User Filters view:

il

f
f
f
il

Start Sentinel Management

From the server list in Sentinel Management, sethetserverthat you want toview log detailgor
Click on theConnectbutton on the toolbar if necessary

If the Connect to dialogppears, ater your user name and password and clik

Go to theUser Filtersview by clicking on th&Jser Filtersnavigation link.

User Filters @

[Madd BYEdt KDelete [ Clear EPHelp

Name Type
Bob Computer Name
192.168.0.23 IP &ddress

0K | Cancel

Figure6: Sentinel Management User Filters View

You can apply user filters based a user name, email address, computer name or IP address. To exclude a user
by the name of Bob from your data logs you could add the following filters:

f
1
1
f

User name Bob

Email addressBob@webspy.com
Computer name Bob01

IP address 190.132.0.42

To specify user filtering:

N

No oMW

8.
9.

Start Sentinel Management

From the server list in Sentinel Management, select the Sentinel Server that you wish to apply user
filtering to

Click on theConnectbutton on the toolbar if necessary

If the Connect to dialog appears, entur username and password, then cl@K

Go to the User Filters view by clicking the correct navigation link

Click theAdd button on the toolbar

Add a name, email address, computer name or IP address to filter and select the appropriate type from
the Type drop down list

ClickOKto add the user to the list

Click on theOKbutton at the bottom of the User Filters view

Hint: If user name resolution on your network is not configured, you will not be able to apply user filtering based
on IP address. Tnjtéring by computer name instead.
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Thisviewdisplays the names and locations of inentlog files associated wittWebSpy SentinelThe locations
given are local to eacBentinel ServelEvent log files contain useful troubleshootingamhation.

You can also usgentineko resolve user names in this view.

To access th&roubleshootingview:

1. Start Sentinel Management

2. From the server list in Sentinel Management, sethetserverthat you want toview log detailgor
3. Click on theConnectbutton on the toolbar if necessary

4. If the Connect to dialogppears, enter your user name and password and €i€k

5. Go to theTroubleshootingview by clicking th&roubleshootingnavigation link

Troubleshooting @

Enter the locations for Sentinel to store troubleshooting information. Please note
that these paths are local to the Sentinel server.

The error log contains information that WebSpy support may require in order to
diagnose problems that occur.

Status Log

IC:\Plogram Files\WebSpy\Sentinel 3.2\sentinel-status.log

Error Log

IC:\F’rogram Files\WebSpy\Sentinel 3.2\sentinel-error.log

[v Log status events [” Log information events

v Log warning events v Log eror events
0K l Cancel

Figure? - Sentinel Management Tnableshooting View

WebSpy Support may be able to use the data contained in the event log files for diagnostic purposes in the event
of any issues witlsentinel The Status log provides a record of when the Sentinel Service was started or stopped
on that canputer. If you found that Sentinel Service had not been capturing data on a particular computer, you
could check the status log to determine whether Sentinel Service was simply not started, or if there was a
different problem. The Error log contains matetailed information. If you are having problems witkebSpy

Sentinel the Error log will be used by WebSpy Support to help identify and solve your problem.

Note: The locations given for the log files are relative to that computer i.e. if the locatitreavent logs for

/ 2 Y Ldzi SNJ ! \Rragram Kig®ebSpy SentdbysaQ (2 2 LISy Fyeée 2F GKS 23 7T
to CA\Program FilédVebSpy Sentindbgs on Computer ANOTthe computer you are running Sentinel

Management on.

You can change which events are logged in the Event Log. You can log:

i Status eventswhen Sentinel Service is started or stopped on that Sentinel Server
1 Information events internal status information

1 Warning events non-fatal errorinformation

1 Error events details of issues that caused Sentinel Service to stop

To change the events to be logged for a particular server:

1. StartSentinel Management

2. From the server list in Sentinel Management, sethetSentinel Servethat you want tochange the
eventslog for

3. Click on theConnectbutton on the toolbar if necessary
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No oM

If the Connect to dialog appears, enter your user name and password, the®#lick
Go to theTroubleshootingview by clicking on th&roubleshootingnavigation link
Check ouncheck the checkboxes at the bottom of the view as appropriate
ClickOK

You can change the location of any of the log files kept by a Sentinel Server.

To do this:

1.
2.

Hint:

No oA~

StartSentinel Management

From the server lishi Sentinel Management, seleitie Sentinel Servethat you wish tochange the log
file location for

Click on theConnectbutton on the toolbarf necessary

If the Connect to dialog appears, enter your user name and password, the®glick

Go to theTroubleshootingview by clicking th&roubleshootingnavigation link

Type the new file location into the appropriate box

ClickOK

You can set up each server to store its logs in a central location. Remember that Sentinel Service

(Windows NT®, Windows®@Dand Windows® XP) must be able to write to that central location. If you use
Windows® 98, you will need to make sure the user that is currently logged on to the Sentinel Server has
permission to write to the central location
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Sentinel Service may need to be started manually if you have disabled the option to start it up automatically
whenever the computer is booted up. Once you have started Sentinel Service using the following instructions,
you can start data capturaar Sentinel Management (see pat®.

1. Go to Start Menu | Settings | Control Panel | Administrative Tools
2. Doubleclick Services to open the Services dialog
3. CAYR W{SylAyStQ Ay GKS tAad IyRY
Either
Doubleclick on it to open its Properties dialog and click on 8tartbutton on the General tab
Or
{ St SO0 W{SyiAySt Q3 budnhvn theKoblbat of thelServiogRligdza S § K S
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You would normally stop Sentinelr8ee from capturing data through Sentinel Management (see ddge If
this application is not working for some reason you may need to stop Sentinel Service itself, and therefore data
capture, manually. To do this

1. Go toStart Menu | Settings | Control Panel | Administrative Tools
2. Doubleclick Services to open the Services dialog
3. CAYR W{SylAyStQ Ay GKS tAad IyRY
Either
Doubleclick on it to open its Properties dialog and click on $tepbutton on the Generhtab
Or
{ St SO0 W{SyidArySt QA BuNd® ¥h the todbarfohtlie BernlicgsRlialoga S (1 K S
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Passwords are used in Sentinel Management to limit access to viewing status information and changing
configuration options to authorizedsers.

Sentinel Management enables you to set a password for a server, change the password for a server and
remember the password for a server. Passwords are specific to a Sentinel Server; therefore, a different
password will be required to connect to easérver.

Note: By default, all servers have the same user name of 'admin' and password of 'webspy'.

Hint:  You should change the user name and password for each server as soon as possible after installation.

The Connect to dialogppears whenever you try to connect to a Sentinel Server, unless you have chosen to
remember your password by checking the 'Remember Password' checkbox in the Connect to dialog.

To access the server, type your user name and password into the appropoes,tand clickoK

Sentinel Managemergnables you to change the password required to connect to a parti@gdatinel Server
Note that you cannot have more than one user name or password for a single server.

To change a password:

1. Sart Sentinel Management

2. Select theSentinel Serveirom servers list that you wish tthange the password for

3. Click on theConnectbutton if necessary

4. If the Connect to dialog appears, enter your user name and password, the®#lick

5. Go toAction | Change Passworan the main menu, or rightlick on the Sentinel Server and choose
'‘Change Password' from the pajp menu that is displayed to open the Connect to dialog

6. Type the name of the user, the user's new password and the confirmation of the new pdssteothe
Connect to dialog

7. ClickOKto close the dialog

Hint: If you do not want to use a password, simply do not enter a new password into the Connect to dialog, and
clickOK However, this is not recommended.

Sentinel Managmentenables you to save the password required to connect to a parti@datinel Serverfor
your current session using Sentinel Management.

To remember a password:

Sart Sentinel Management

Select the Sentinel Server from the servers list that you wigtonnect to

Click on theConnectbutton if necessary

If the Connect to dialogppears, enter your user name and password

Check the 'Remember Password' checkbox

ClickOKto close the dialog. Sentinel Management will remember your password for thagrsemntil
the end of your session.

ok wpdpE
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WebSpy Sentinél.2divides the Internet traffic that it captures into two separate capture log files. One file
contains the hits captured while the other contains the content opedtocols accessed. This means that you
import both log files intdNVebSpy Analyzéo see all of the traffic thaSentinehas captured. The location of
these log files is described in theg Filesiew on pagel5and the names of these log files are described in
Tablel.

Tablel - Sentinel Log File Names

Log File Name

Hits YYYYMMDD.log

Content YYYYMMDD.dat

Before dtempting to import a Sentinel log file intAnalyzer you must ensure that you have enough free space
on your hard disk to fit in the entire Sentinel log file.

Once you have imported the log files imimalyzer you will be able to view the content th&ntinelcaptured
08 RNAfEAY3I R2gy G2 Simik&ies!LyRAGARdzZEE 1 AG&aQ tSBSt Ay

For more information, please séeS 6 { LJ& | Mdndakot HeINRIas.
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Domain Controller

A domain controller is the computer thaids users on to domain accounts in a Windows NT® Server domain.
The primary domain controller keeps track of any changes to the domain accounts, and will log users on to
domain accounts. By defauentineluses the primary domain controller to resoluser names. A backup

domain controller is kept up to date with changes by the primary domain controller, and can be used to provide
the informationSentineheeds, if the primary domain controller is not available.

LAN

A local area network (LAN) is a gpoof computers and associated devices that share a common

communications line and typically share the resources of a single processor or server within a small geographic
area (for example, within an office building). Usually, the server has applicatidraga storage that are

shared in common by multiple computer users. A local area network may serve as few as two or three users (for
example, in a home network) or many thousands of users (for example, in a large corporation).

Mail

For2 $6 { L& { pBrgases,th® is hternet traffic received via SMTP (Simple Mail Transfer Protocol). POP3
and IMAP protocols are not captured. SMTP is a TCP/IP protocol used in sending and receling®®©P3 or

IMAP are protocols that let the user save messagesserver mailbox and download them periodically from the
server. Users typically use a program that uses SMT$efaling email and either POP3 or IMAP for receiving
messages that have been stored for them at their local server.

Newsgroups

A newsgroups a discussion about a particular subject consistingrofés or notes written to a central Internet
site and redistributed through Usenet, a worldwide network of news discussion groups. The protocol used is
Network News Transfer Protocol (NNTP).

Packe:

A packet is the unit of data that is routed between an origin and a destination on the Internet or any other
packetswitched network. When any file-f@ail message, HTML file, GIF file, URL request, and so forth) is sent
from one place to another on thimternet, the file is divided into "chunks" or packets of a suitable size for
efficient routing. Each of these packets is separately numbered and includes the Internet address of the
destination.

Protocol

A protocol is a special set of rules or convensidor communication between two computers, both of which
must recognize and observe the protocol. Different types of Internet traffic use different protocols. Protocols
are often described in an industry or international standard.

Telnet

Telnetenablesyou toaccessanothercomputeracross the Internetassuming they have given you permission.
Such a computer lsnown as ahost computer. With Telnet, you log on as a regular user with whatever
privileges you may have been granted to the specificiapfpbn on that computer.

Web

For2 So6 { L& { pbrgases,ih® is@ny Internet traffic received via HTTP (Hypertext Transfer Protocol).
HTTP is the set of rules for exchanging files (text, graphics, and other multimedia files) on the World Wide Web
(WWW).
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http://www.webspy.com.au/contact/support.aspx
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